Aakash Rajput

Noida, Uttar Pradesh | aakashrajput408@gmail.com | 8860738111 | ELinkedIn | TryHackMe | € Github

Summary

Professional auditor with expertise in Web Penetration testing and OSINT, seeking to contribute to a security team by
combining compliance knowledge with hands-on vulnerability analysis and threat detection.

Education

Mabharishi University of Information Technology, B.Tech CSE Aug 2020 - Nov 2024
e CGPA: 7.5/10.0
e Coursework: Computer Network, Operating System, Web Tech, Cryptography & Network Security.

Experience

Internal Auditor, Version Systems Pvt. Ltd. Nov 2025 - Present

e Conducted internal audits aligned with ISO 9001:2015 across software development and support functions to ensure
compliance with defined quality process with industry standards and company policies.

e Performed risk-based process assessments to identify non-conformities, control gaps, and improvement opportunities.

e Collaborated with cross-functional teams (development, operations, HR, management) to drive compliance awareness and
continuous improvement.

e Supported audit follow-ups and monitored closure of non-conformities within defined timelines.

Projects/Labs

Threat Hunting via TryHackMe Labs

e Performed log analysis and vulnerability exploitation in sandboxed environments. Simulated real-world attack scenarios
using tools like Nmap and Wireshark. Focused on privilege escalation and exploitation aligned with OWASP Top 10.

Web Application Recon Analysis (CTFs)

e Participated in Capture the Flag events hosted by DSCI, SANS, and TryHackMe. Gained experience in identifying XSS, IDOR,
and file upload vulnerabilities using Burp Suite and browser dev tools.

E-mail Validator [

e Developed a real-time email validation tool to enhance form accuracy and user experience.

e Implemented features to validate email format, detect common domain errors, and provide instant feedback using HTML,
CSS, and JavaScript.

Skills

Security & Monitoring: VA&PT, SOC monitoring & Log Analysis.

Pentesting Tools: Burp Suite, Nmap, SQLmap & Wireshark.

Programming & Scripting: Python, JavaScript & SQL.

Platforms: Windows, Linux, Github, Netlify & Vercel.

Compliance & Audit: ISO 9001:2015, Risk Assessment & Internal Controls.

Certifications

Threat Intelligence Analyst, arcX Nov 2025
Certified in Cyber Security, ISC2 CC & July 2025
Pre Security Learning Path, TryHackMe &} May 2025
Introduction to OSINT, Security Blue Team &} Feb 2025
Introduction to Cyber Security, Cisco Nov 2024

PN

24 Cyber Security challenge, TryHackMe &5 Dec 2024


aakashrajput408@gmail.com
tel:+90-541-999-99-99
https://www.linkedin.com/in/asb-1o8/
https://tryhackme.com/p/KaalBhairav1O8
https://github.com/asb1o8
https://asb1o8.github.io/Mail-Validator/
https://arcx.io/verify-certificate?id=c32b4cc5dcb9659d4563806f9a713306f3df9b8c&k=0b6245528a8d488890bb791d57d0c5c9
https://drive.google.com/file/d/1XqPwXvhgCAtKJp59p5GNnIk6wEv8oqyl/view?usp=sharing
https://tryhackme-certificates.s3-eu-west-1.amazonaws.com/THM-HO2VCA6JCT.pdf
https://drive.google.com/file/d/13KbkQLZPDK-ExdvByg23mgUrcEpMc9vV/view?usp=sharing
https://drive.google.com/file/d/1cCZD_GTy9EYpwNr3iCAQzaU5bUCwZiqS/view?usp=sharing
https://tryhackme-certificates.s3-eu-west-1.amazonaws.com/THM-YZVQOE11ID.pdf

Achievements

Hackfinity Battle, TryHackMe 48 Mar 2025

e - Achieved rank 24 out of hundreds, earning 1665 points by successfully completing 44 technical challenges focused on
real-world cyber attack scenarios.

e - Applied hands-on expertise in OSINT and web exploitation to investigate and neutralize threats in a simulated environment.

e - Demonstrated proficiency in threat analysis, vulnerability identification, and incident response while navigating
storyline-driven missions to stop a fictional cyber villain (Cipher), showcasing both technical depth and strategic thinking.

CTF Player, DSCI & EY — New Delhi & Dec 2024

o Actively participated in the 19th Annual Information Security Summit organized by DSCI & EY.

o Utilized OSINT, general, and web security skills to find the flag, ranking 53rd among 200 teams

National Cadet Corps Aug 2020-Mar 2023
Senior Division, Army Wing, UP DIRECTORATE

e B & C certificate holder

e Selected for the Advanced Leadership Camp (ALC) as a representative of my battalion.

e Led my team at this national-level camp, where cadets from across India engaged in leadership, discipline, and
communication training through rigorous drills and exercises.


https://tryhackme-certificates.s3-eu-west-1.amazonaws.com/THM-EDPXN1ZY8W.pdf
https://block.dsci.in/v2/doc?id=a915a884272fdd760911aa149cd870fbdb77363b94b4088b60c05f7b799b64c0
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